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1 Introduction 

The use of technology has become a significant component of many safeguarding issues, including child sexual 

exploitation, radicalisation and sexual predation, where technology often provides the platform that facilitates 

harm. An effective approach to online safety empowers a school or college to protect and educate the whole 

college community in their use of technology and establishes mechanisms to identify, intervene in, and escalate 

any incident where appropriate. 

The breadth of issues classified within online safety is considerable, but can be categorised into four areas of risk: 

1. Content: Being exposed to illegal, inappropriate or harmful online content such as spam, pornography, 

fake news and disinformation, substance abuse, violence, misogyny, anti-Semitism, racism, radicalisation 

and extremism, and lifestyle sites that promote anorexia, self-harm or suicide. 

2. Contact: Being subjected to harmful online interaction with other users. Examples include: peer-to-peer 

pressure, exposure to 

https://apwg.org/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/374850/Cyberbullying_Advice_for_Headteachers_and_School_Staff_121114.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/444865/Advice_for_parents_on_cyberbullying.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/444865/Advice_for_parents_on_cyberbullying.pdf
https://assets.publishing.service.gov.uk/media/66d7301b9084b18b95709f75/Keeping_children_safe_in_education_2024.pdf
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3 What forms can cyber-bullying take? 

Cyber-bullying can take many forms, notably including: 

• threats and intimidation 

• harassment or stalking 

• vilification and defamation 

• ostracizing, peer rejection and exclusion 

• identity theft, unauthorized access and impersonation 

• publicly posting, sending or forwarding personal or private information or images. 

It is important to recognise that though cyber-bullying is a type of bullying, it differs from traditional bullying in 

certain ways. These include the following: 

• intrusion into personal space: victims will be equally subject to cyber-bullying inside as well as outside 

traditional safe spaces such as the home because they will receive the offensive material on their phones 

or personal computers. 

• a greater audience: offensive messages or other content may be sent by and viewed by a large number of 

people. 

• anonymity: cyber-bullies can post anonymously. 

• longevity: offensive messages or other content can be copied, stored and resent potentially indefinitely. 

• bystanders: bystanders can easily become perpetrators or accessories, for instance by not reporting, and 

even disseminating, upsetting messages or other content. 

• multiple attacks: cyber-bullying can lead to a single incident being experienced as multiple attacks. 
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• ensure that all staff know that they need to report cyber-bullying issues to the E-safety Co-ordinator 
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All students 
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the Malicious Communications Act, any person who sends a communication (w
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Appendix A: Resources for schools and colleges 

There is a wealth of information available to support schools, colleges and parents/carers to keep children safe 

online. The following list is not exhaustive but should provide a useful starting point: 

Advice for governing bodies/proprietors and senior leaders 

• Childnet provide guidance for schools on cyberbullying 

• Educateagainsthate provides practical advice and support on protecting children from extremism and 

radicalisation 

• London Grid for Learning provides advice on all aspects of a school or college’s online safety arrangements 

• NSPCC

https://www.childnet.com/
http://www.educateagainsthate.com/
https://www.lgfl.net/
https://learning.nspcc.org.uk/research-resources/schools/e-safety-for-schools
https://www.saferrecruitmentconsortium.org/
http://www.gov.uk/government/publications/searching-screening-and-confiscation
http://www.swgfl.org.uk/
https://www.gov.uk/government/publications/the-use-of-social-media-for-online-radicalisation
https://www.gov.uk/government/publications/sexting-in-schools-and-colleges
https://www.gov.uk/government/publications/sexting-in-schools-and-colleges
https://www.gov.uk/government/publications/using-external-visitors-to-support-online-safety-education-guidance-for-educational-settings
https://www.gov.uk/government/publications/using-external-visitors-to-support-online-safety-education-guidance-for-educational-settings
https://www.childline.org.uk/?utm_source=google&utm_medium=cpc&utm_campaign=UK_GO_S_B_BND_Grant_Childline_Information&utm_term=role_of_childline&gclsrc=aw.ds&&gclid=EAIaIQobChMIlfLRh-ez6AIVRrDtCh1N9QR2EAAYASAAEgLc-vD_BwE&gclsrc=aw.ds
https://reportharmfulcontent.com/
https://www.ceop.police.uk/safety-centre/
https://www.childnet.com/parents-and-carers/parent-and-carer-toolkit
http://www.commonsensemedia.org/
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online
https://www.gov.uk/guidance/covid-19-staying-safe-online
https://www.internetmatters.org/?gclid=EAIaIQobChMIktuA5LWK2wIVRYXVCh2afg2aEAAYASAAEgIJ5vD_BwE
https://www.ltai.info/staying-safe-online/
http://www.lgfl.net/online-safety/
https://www.stopitnow.org.uk/
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• National Crime Agency/CEOP Thinkuknow provides support for parents and carers to keep their children 

safe online 

• Net-aware provides support for parents and carers from the NSPCC and O2, including a guide to social 

networks, apps and games 

• Parentzone provides help for parents and carers on how to keep their children safe online 

• Parent info from Parentzone and the National Crime Agency provides support and guidance for parents 

from leading experts and organisations 

http://www.thinkuknow.co.uk/
https://www.net-aware.org.uk/
https://parentzone.org.uk/
https://parentinfo.org/
https://www.saferinternet.org.uk/advice-centre/parents-and-carers
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/683895/Education_for_a_connected_world_PDF.PDF
http://www.pshe-association.org.uk/
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.thinkuknow.co.uk/
http://www.saferinternet.org.uk/
https://www.gov.uk/government/collections/case-studies-remote-education-practice-for-schools-during-coronavirus-covid-19
https://www.gov.uk/guidance/safeguarding-and-remote-education-during-coronavirus-covid-19
https://coronavirus.lgfl.net/safeguarding
https://www.ncsc.gov.uk/guidance/video-conferencing-services-security-guidance-organisations
https://www.ncsc.gov.uk/guidance/video-conferencing-services-using-them-securely
https://swgfl.org.uk/resources/safe-remote-learning/
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